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TippingPoint’s UnityOne Intrusion Prevention Systems Block Variant of ‘MyDoom’ 

Virus  
 
 
AUSTIN, Texas – Jan. 30, 2004 – TippingPoint Technologies, Inc. (NASDAQ: TPTI), 
the leaders in high-speed intrusion prevention, today announced that the UnityOne 
Intrusion Prevention Systems provide network-level protection against a variant of the 
virus known as ‘Novarg’ or ‘MyDoom.’ The new variant, called ‘Novarg.B’ or 
‘MyDoom.B,’ propagates via mass e-mail and also through a worm component that 
leverages the back doors installed by the virus’ predecessor, MyDoom.A. 
 
In its mass-mailing capacity, MyDoom.B arrives as an e-mail attachment, either as a 
Windows executable file with an .exe, .scr, .bat, .pif, or .cmd extension or as a zip file 
(.zip) containing the malicious executable. When the executable is launched, the virus 
harvests e-mail addresses from the victim’s file system and sends a copy of itself to each 
address. MyDoom.B also contains an auto-propagating worm component that allows the 
virus to spread itself to systems that have already been infected with MyDoom.A. In this 
capacity, MyDoom.B scans random network blocks for systems listening on port 
3127/tcp, and compromises new victims by exploiting the back door left by previous 
MyDoom.A infections.  
 
All of the virus’ propagation mechanisms will be disabled on March 1, 2004, but before 
that time MyDoom.B-infected hosts are programmed to launch denial of service attacks 
against www.sco.com and www.microsoft.com.  
 
“The MyDoom virus is the fastest spreading virus we have seen to date,” said CTO Marc 
Willebeek-LeMair. “We expect that the MyDoom.B variant will have the most 
devastating impact to networks already coping with large numbers of MyDoom.A 
infections. Our customers have been blocking the virus at the network level at average 
rates of between 150,000 to 300,000 infected e-mails per day.” 
 
Ronnie Wagers, security manager at the University of Dayton said, “With TippingPoint’s 
UnityOne, our security logs showed us blocking over 50,000 MyDoom viruses per hour. 
The number of attacks blocked has grown as the week has progressed. We are extremely 
impressed with the product’s protection.” 
 
TippingPoint customers are protected against the multiple threats posed by MyDoom.B 
via several security filters specific to the virus. Alternatively, TippingPoint customers can 
choose to apply policy filters that prevent suspicious types of e-mail attachments from 



  

entering or leaving the network. All of these filters are available through the Digital 
Vaccine remote update service, and each filter works to block the virus' communications 
and prevent malicious code from being delivered to networks protected by UnityOne.  
 
Because UnityOne performs total packet inspection through Layer 7 at gigabit speeds, all 
traffic can be thoroughly analyzed to thwart attacks. The UnityOne intrusion prevention 
system terminates hostile connections before malicious traffic can reach the intended 
target. To obtain network-based protection against the MyDoom.B virus, contact 
TippingPoint at 88-UNITYONE. 
 
About TippingPoint Technologies 
 
TippingPoint Technologies is the leading provider of network-based intrusion prevention 
systems that deliver in-depth protection and attack eradication for corporate enterprises, 
government agencies, service providers and academic institutions. This innovative 
approach offers customers an effective network-based security solution with unrivaled 
economics, ultra-high performance, scalability and reliability. TippingPoint is based in 
Austin, Texas and can be contacted through its Web site at www.tippingpoint.com or by 
telephone at 1-88UNITYONE. 
 
TippingPoint Technologies, the TippingPoint logo, UnityOne, the UnityOne logo and Digital Vaccine are 
registered trademarks of TippingPoint Technologies, Inc. 
 
TippingPoint Forward-Looking Statements 
This announcement contains forward-looking statements within the meaning of Section 27A of the Securities Act of 1933, as amended, 
and Section 21E of the Securities Exchange Act of 1934, as amended.  These forward-looking statements are subject to significant 
risks and uncertainties.  Although the company believes that the expectations reflected in its forward-looking statements are 
reasonable, the company can give no assurance that such expectations or any of their forward-looking statements will prove to be 
correct, and future results may differ from those discussed in this press release.  Important information regarding the factors that may 
affect the company’s future performance is included in its public reports that it files with the Securities and Exchange Commission.  
The company disclaims any intention or obligation to revise any forward-looking statements whether as a result of new information, 
future event, change in expectations, conditions or circumstances, or otherwise.  Readers are cautioned not to place undue reliance on 
these forward-looking statements, which speak only as of the date hereof.  The inclusion of any statement in this release does not 
constitute an admission by the company or any other person that the events or circumstances described in such statement are 
material. 
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